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Introduction

Cisco SRE-V is a branch-office infrastructure platform that combines computing, networking, storage
access, virtualization, and unified management into a cohesive system. It enables the VMware vSphere
Hypervisor to be provisioned on a Cisco Services Ready Engine (SRE) Service Module and host one or
multiple virtual machines running the Microsoft Windows Server or Linux operating systems. The
entire system is integrated with the Generation 2 of the Cisco Integrated Services Router (ISR G2).

The purpose of this whitepaper is to provide an example of how to use a third party backup and
restore solution with Cisco SRE-V 2.0 in order to simplify backup and restore of virtual machines
deployed in the branch. It is not meant as an endorsement of VEEAM'’s products, but is provided
simply as an example of how to configure a backup and restore product for use with Cisco SRE-V 2.0.
Customers are encouraged to conduct their own testing and validation before deciding to use VEEAM’s
Backup and Restore software or any other 3rd party backup and restore product with Cisco SRE-V.
Cisco does not provide end customer support for VEEAM or other 3rd party Backup and Restore
products. Customers should contact VEEAM directly for support of the VEEAM product.

Veeam Backup & Replication is a disaster recovery solution for VMware infrastructure that combines
backup and replication, as well as the fastest file-level restore, in a single product. Enabling these
options from one interface, it serves to solve most critical problems of the VMware infrastructure
management and protects mission-critical virtual machines from both hardware and software failure.

This Whitepaper covers steps for the following topics
1. Add ESXi Server.
2. Backupa VM.
3. Restore Full VM.

Assumptions
SRE-V release 2.0.1 or higher is installed on a SRE module that is plugged into an ISR G2 router.
The ISR 10S image is 15.1(4)M or higher
A running Virtual Machine (VM) is configured on the SRE-V platform with the 32 bit or 64 bit
version of Microsoft Windows Server 2008. The VM can ping the router, and is accessible via
the network.
The user has a strong working knowledge of VMware vSphere Hypervisor and is familiar with
the configuration.
Veeam Backup & Replication 5.0 is installed on running Virtual Machine (VM). Please Refer
Appendix — A for Installation Steps.

Disclaimer

Cisco will not be liable for any data loss as a result of performing the following procedures. Cisco takes
no responsibility for the accuracy or lack of any information contained herein. Use this information at
your own risk.

3 | © Cisco Systems, Inc. Raghavendra/Anusha




NIT
CISCO

How to Backup/Restore a VM using Veeam

Add ESXi Server

Prior to performing backup and Restore processes, it is necessary to add ESXi server you want to work
with to Veeam.

To add an ESXi server Right—click the Servers node in the management tree and select Add Server.

[ ¥eeam Backup and Replication

File Edit Wi Tools Backup Help

(=Y

Back  Forward ReFFésh Add Server Backup Replication Restore WM Copy  File Copy Import Backup

Performing Backup

If this is the first time you are installing the product, please follow the three steps
* [ Sessions below to create your first backup with Veeam. Simply click the step name to quick

El-E% Restore launch the corresponding wizard.
[ Instant Recovery

L[ Sessions

=-cith SureBackup E Add vCenter Server
o Application Groups
28, Wirtual Labs If you do not have a vCenter Server, you can add your hosts individually. Adding wCenter Servers is
\—.I'ﬁ?‘.-" Jobs preferred over adding individual hosts, as this makes Veeam Backup & Replication YMotion-aware.
E;?;} Sessions If you plan to backup to a Linux server, the server also should be added to the conscle so that it can be
selected as a badkup destination.

=44 Servers
-l My Computer
&%  Create Backup Job

Consider selecting virtual machines by specifying top-evel container {e.g., host, duster, folder, datastore,
etc.) instead of adding each one individually. Containers provide dynamic selection scope that automatically
changes as WMs are added to or removed from the environment.

Grouping similar virtual machines together in the same job allows achieving a better deduplication ratio,
thus reducing required backup storage space.

<

Step 1. Specify Server Type and Name
Enter an IP address of the ESXi server and select the server type: ESXi host.

Add Server

Add Server

Type in the name, and gpecify role of a zerver to be added to the conzole. If pou have a wCenter
Server, we recommend that you add it instead of individual ES> hosts,

DMS name or IF address of the server:
1722012

Thiz zerver is:

" wCenter server

f* ‘Standaione E SNl host |

£ Linus server

“ Mest = I
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Step 2. Specify Server Connection Settings

At this step, you should enter administrator's credentials to connect to the ESXi server: user name and
password. Select the Save password check box. Otherwise the entered credentials will be used for one
work session of Veeam. When Veeam is closed and started anew, you will have to enter credentials
again as soon as the server is addressed.

Add Server E3 I

Connection Settings

Provide server administrator's credentials. If required, specify additional connection settings
including web-service port number.

> Type in an administrator's credentials for 172.30.1.2.
i Typically, default ESX host administrator name is 'root™.

=

Username: [roof

Password: I

IV Save password

- Connection settings

Port: 443 =

If connection cannot be established. check for possible port number customization in the

(6\) Default WMware web service connection port is 443
- vCenter/ESX([i] server settings.

< Back Il Mext > I Cancel |

Step 3. Finish Working with the Wizard
Select the Connect when I click Finish check box. Then click Finish.

Completing the Add Server Wizard

You have successfully added the new server to the management tree.

(VEEQIN ™

# 1 for Virtualization The following server was added successfully:
Group: Servers

Name: 172.30.1.2

: : Type: YMware ESXi 5.0.0 build-474610
‘web service user: root

‘“web service port: 443

¥ Connect when | click Finish

<Back | tews | [ Finish |
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Backup a VM
To perform backup of a VM, you should create a backup job by means of the New Backup Job wizard.
You can perform the created job immediately, schedule or save it.

Step 1. Launch the New Backup Job Wizard
Right-click on Backups node under Backup and Replication in the management tree and select
Backup.

Step 2. Specify Job Name and Description
At the first step of the wizard, enter a name and description of the created job

MNMew Backup Job Xl

Mame and Description ~J
]

Type in a name and description for thiz backup job. | NI

I amme:
[htwdinzka

D escription:
Created by LABZ-PC1 " Adminiztrator at 11/3.2001 5:17:37 PR

< Back I Mes=t = I Cancel I

Step 3. Select Backup Mode

You can back up VMs in one of the three modes using VMware vStorage APIs— Direct SAN access,
Virtual Appliance and Network mode. Select appropriate backup mode based on your deployment
scenario here we have selected Virtual Appliance Mode.

- Direct Storage
Wy -

Shared ar Local
Storage
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Direct SAN Access

This mode is recommended if your ESX hosts are using shared storage. In this mode, VM data is
retrieved directly from FC/iSCSI shared storage (Storage Area Network, or SAN) using the VMware
vStorage API for Data Protection. The SAN mode uses metadata about layout of virtual disks on SAN to
directly read data blocks off SAN LUN, providing, therefore, LAN-free transfer of VM data. Keep in mind
that the Veeam Backup server must be connected directly into the SAN fabric for backup to work in
this mode. VM processing will fail if direct SAN connection is not configured or not available when the
job starts.

Virtual Appliance

This mode is recommended and can only be used if Veeam is installed on a VM running on ESX/ESXi
host. The Virtual appliance mode uses SCSI hot-add capability of ESX to attach disks of a backed up VM
to the Veeam Backup & Replication VM, or to the helper VM (depending on vCenter version you are
using). In this mode, VM data is retrieved directly from storage through the ESX I/O stack, instead of
going through the network stack, which improves performance. Please note that disks of a backed up
VM must be located on storage accessible by the ESX host on which the VM with Veeam is running.

Network

This mode is recommended when your ESX host uses local storage, which makes direct storage access
not possible. In this mode, VM data is retrieved via the ESX host over the network using NBD (Network
Block Device) protocol. You can also choose to transfer disks data over encrypted SSL connection. Use
of encryption affects backup performance and CPU usage of the ESX server slightly, but provides
secure data transfer.

Note: If you decide to use a simple deployment scenario, it is recommended that you install Veeam
Backup & Replication on a virtual machine, which will enable you to use the Virtual Appliance transport
mode, allowing for LAN-free data transfer.

New Backup Job B3

Processing Mode

~J
Choose how Yk wirtual disk images should be retrieved from storage during backup. _dg

¢~ Direct SAN access

Y data is retrieved using vStorage APl directly from SAM. This mode requires that VYeeam Backup
server is connected directly into SAMN fabric. otherwise Yk processing will fail.

+° Virtual Appliance

Y# data is retrieved from the shared storage through ESX |/0 stack. This mode can only be used if
“Yeeam Backup is installed in a V. Refer to product's documentation for additional requirements.

MNetwork

Wi data is retrieved using vStorage API through ESX host over LAN using the NBD [Network Block
Device) protocol.

Click Adwvanced to customize failover and encryption settings.
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Step 4. Select Virtual Machines to Back Up

At this step, you should select an individual VM you want to back up. Click the Add... button to browse
to VMs that should be backed up. In the displayed VI tree, select a necessary object and click the Add
button.

=
I evs Backup = | =] 8

Virtual Mac Select objects:

Selact witua = “a WMz and Templates

zelection tha =-F 1723012
I — H "s.ll.

Wirtual mac
Mame Add. .

Hemowve

clusions. ..

Ecalculate

Bl zize:

0 KB

| e ~ | Foe i an adfact name fo Fearch For & | Cancel |

Cancel I

Step 5. Specify Backup Destination
At this step of the wizard, you should select destination for the created backup.

From the Destination list, select a host where the created backup should be stored. The list contains
servers that were added to Veeam. You can store a backup to a local host, network shared folders, and
hosts added to the Veeam. Use the Host Properties... button to view available disk resources, specify
SSH and SOAP connection and data transfer information for a selected host.

In the Path to folder field, specify a folder where the created backup should be stored. Make sure you
have enough free space on your storage device. In the File name field, enter a name for the created
backup file.
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Mew Backup Job

Backup Destination

Specify where to ztore the backup filez produced by thiz job, and additional job zettings. vou can
only chooze backup destination bebween computers added to the console.

D estination:

IThis computer or shared folder "I Hizst Froperties. ..

Fath ta Folder:

IC:\EackupS Browse. .. Check Space

File name: I.-'—‘-.c:ti'-.-'e Dhirectory backup

Restore pointz to keep on dizk: |14 E:
Ta wiew or edit additional backup job zettings, click Advanced. i;e,}.-'l'-.dvanc:ed... |

< Back I MHext = I

Click the Advanced... button to specify advanced options for the created backup job:

Step 6. Specify Advanced Backup Settings
On Selecting the default Incremental method, you must select to periodically create a full synthetic
backup or perform active full backups regularly.

To create a full synthetic backup, select the Enable synthetic fulls (forever incremental) check
box and click the Days... button to select necessary days. You can additionally choose to
transform all previous full backup chains to the reversed incremental backup sequence. To do
so, select the Transform previous full backup chains into rollbacks check box. Veeam Backup &
Replication will leave only one full backup on the disk, and all .vib files will be transformed to
.vrb files. Keep in mind that .vbk files that were created manually via the shortcut menu or
using the Perform active full backups periodically option will not be transformed or deleted.
The transformation option allows you to keep only one full backup on disk and so reduce the
amount of space required to store backups. At the same time, it takes more time than simply
creating a full synthetic backup.

To perform full backups regularly, select the Perform active full backups periodically check box
and define scheduling settings. The created full backup will be used as an initial point for
subsequent increments.

© Cisco Systems, Inc. Raghavendra/Anusha
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advanced Settings I

Backup I Storagel Matifications I wSphere I SAdwvarnced I

-Backup mode
" Rewversed incremental
Each incremental run produces full recowvery file of the ozt recent
ztate. Recommended for backup to general purpoze disk.
Incremental

Traditional incremental backup with periodic fullz. Becormmended For
backup to tape, remote zite and deduplicating storage applances.

I+ Enable aynthetic fullz [forewver-incremental] Davs. ..
Create on: S aturday

I Transform previous full backup chainzs into rollbacks

Allows to keep only one full backup file on dizk to zawve
dizk zpace. lncreazes synthetic full creation time.

-Active full backup
I Perform active full backups penodically

£ onthly o IFirst =] IMonday =] fdorths.. I
= weekly on selected days: Daps. . I

[ ok ]

Step 7. Enable Application-Aware Image Processing and Indexing

At the Guest Processing step of the wizard, create a consistent transactional backup ensuring
successful recovery of VM applications without data loss by selecting both the Enable guest file system
indexing and Enable application-aware image processing checkboxes. Specify the Administrator
privileges of the VM included in this job.

Mew Backup Job XI

Guest Processing Y |

Chooze additional proceszing options available far Microsoft “Windows guests. _..d

- |
>l

I+ Enable application-aware image processing
Quiesces applications inside proceszed Wi using Microsaoft W55 to ensure transactionally consiztent
backup, and configures them to perform required WSS restore step during nest Wk boot.

I+ Enable guest file system Indexing

Indexes guest 05 filez inzide procezszed Wk to enable browsing and searching for guest filez in backup.
Indexzing iz completely optional, and not required to be able to perform instant file level recovens.

“Guest OS5 credentials

Specify the account with local administrator privileges on all Yz included in thiz job.
U=zermame muszst be supplied in the DOMAIMYSISERMARME format.

Usermame: IWin2k3\.-'—‘-.dmini3tratDr Browvize. . I

Faszswaord: I---.-.--.|

Click Adwvanced to custorize proceszing optionz for individual Wiz advanced. .. I

< Back I Mest » I
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Step 8. Define Job Schedule
To specify the job schedule, select the Run the job automatically check box. If this check box is not
selected, the job is supposed to be run manually.

New Backup Job E3 I

Job Schedule ~J -

Specify the job zcheduling optionz. If you do naot zet the schedule, the job will need to be 4l HI

controlled manually.

I+ Runthe job automatically

f*  Daily at this time: |1 0:00 P4 ﬁ Iever_l,lday LI [ays. I
 Manthly at: |1 000 Pk ﬁ IFDurth ;I ISaturda_l,l ;I itk .. I
= Periodically evern: I'I ﬁ IHDurs LI Scheduls... I

£ Continuously

“Autornatic retry
= Retry failed Whis proceszzing: |3 E: tirnes

W ait befare each atternpt for: |'|D E: minutes

< Back I Create I

Step 9. Finish Working with Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click Finish
check box if you want to start the created job right after you complete working with the wizard; then
click Finish.

© Cisco Systems, Inc. Raghavendra/Anusha
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Restore Full VM

With the Restore wizard, you can restore the entire VM and start it on the target host if necessary.

Step 1. Launch the Restore Wizard
To launch the Restore wizard select Backup > Restore... from the main menu.

Step 2. Select a Task
At the first step of the wizard, select Entire VM (including registration).

Restore Wizard E3 I

Restore Options |
. " |
A hat weould pou like to do™? <l ~J

Fie=ztare from backup

Inztant Yk recowverny F ailower to replica

E ritire "1 [including registration] Undo previously perfarmed failower
WhA files MWhADE, WhA] Guest files MwWindowes]

Gueszt files MPwindows] Guest files [other OS]

Guest files [other O5]

Application items

Step 3. Select a Virtual Machine
Select a necessary virtual machine in the list of available jobs.

Restore Wizard

virtual Machine

Choose the wirtual machine you would like to restore.

“Wirtual machine:
Job name | Lazt backup time | WA count | Restore points

= A VRWIN2kE 1146201171 171:00:3... 1
S 12k AES2011 17:00:3. .

|@ ~ koe @ an abfect name 9 search Far a9, |

< Back “ Mext > I Cancel I
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Step 4. Select a Restore Point

Select a necessary restore point for the virtual machine. If you want to start the virtual machine after
the work with the wizard is complete, select the Power on VM after restoring check box under the list
of restore points.

Restore Wizard

Restore Poink

Select the restore point you would like to restore Wk o,

“hl name: W -WwinZ2k3 Original host: 172.30.1.2
W gize: 30.00 GB

Ay ailable reztore points:

1132017 Thursday 5:21:23 PM

I+ Power on %t after restoring

< Back “ HMext = I Cancel I

Step 5. Select Destination for Restored VM

At this step of the wizard, you should select the destination where the restored VM should reside.
From the Host list, select a host. In the Virtual machine name field, enter a name under which the VM
should be restored and registered (if necessary). By default, the original name of the virtual machine is
used. Select a datastore to which the virtual machine should be restored.

Restore Wizard

Restore Destinaktion

Specify the hosgt, datastore and resource pool where the virtual machine should be restored.
rou can only chooge between hoztz added to the console.

Hos=t:
I 172.301.2 LI Host Sumrmary. .. I Eefrezh I

Yirkual machine name: Bestore dizks:
I"-.-"M-Flestore I.-'l'n.s or original Wk [recommended) LI

Rezource pool:  Resources Datastore:  datastorel

% Resources I arne | Free space |
datastarel 400.94 GE

Chooze a separate datastore for each wirkual dizk

< Back I Mext » I Cancel I
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Step 6. Provide Restore Reason

Restore Wizard

Restore Reason

Type in the reazon for perfarming this restore operation. This infarmation will be logged in the
restore sezzions histor for later reference.

Bestore reazon:

Festore Reason

< Back “ Mest > I Cancel

Step 7. Complete the Work with the Wizard
Click Finish to start restoring the virtual machine.

© Cisco Systems, Inc. Raghavendra/Anusha
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Appendix - A: Install Veeam Backup & Replication on VM

Step 1. Download and Run Veeam Backup & Replication Setup

Download the latest version of Veeam Backup & Replication 5.0 from:
http://www.veeam.com/downloads/. Unpack the downloaded archive and run the VeeamBackup.exe
setup file.

Step 2. Accept the License Agreement
Read, then accept or decline the License Agreement

Step 3. Install a License
At this step, you should install a license that was sent to you after registration. Click the Browse...
button and select a necessary .lic file.

Step 4. Choose Destination for Installation

During installation, the setup installs Veeam Backup & Replication itself, Veeam Backup Catalog
component responsible for indexing VM guest OS files, and Veeam Backup PowerShell snap-in for
automating backup and replication activities via scripts. Note that the Veeam Backup PowerShell
component is disabled by default.

Specify the installation folder for each component. Note that at least 150 MB is required to install
Veeam, at least 55 Mb to install Veeam Backup Catalog, and at least 400 Kb to install Veeam Backup
PowerShell snap-in. Use the Space button to estimate how much free space is available on your local
drives.

Step 5. Choose or Install SQL Server
At this step, you should select an SQL Server instance on which the VeeamBackup database should be
created or choose to install a new SQL Server instance.

If the SQL Server is already installed, select the Use existing instance of SQL Server option and enter
the instance name in the HOSTNAME\INSTANCE format and specify the name of the database to be
used in the Database field.

If the SQL Server is not installed, select the Install new instance of SQL Server option.
The user account under which the installation is being performed should have sufficient rights to log on

to the selected SQL Server instance using Windows integrated authentication and create a database on
the selected instance.
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Step 6. Specify Service Credentials
Enter the administrative credentials of the account under which you want to run the Veeam Backup
Service. The user name should be specified in the DOMAIN\USERNAME format.

The user account must have database owner rights for the VeeamBackup database on the SQL Server
instance and full control NTFS permissions on the VBRCatalog folder where index files are stored. The
Log on as service right will be automatically granted to the specified user account.

If necessary, change the number of TCP port. By default, Veeam Backup & Replication services use port
9392.

Step 7. Specify Catalog Options

Specify the name and destination for catalog folder where index files should be stored. By default,
catalog is located at: C:\VBRCatalog. If necessary, change the number of port to be used by Veeam
Backup Catalog components. By default, port 9393 is used.

In the vPower NFS section, specify the folder where instant VM recovery writes cache will be stored.
Please note that the selected volume should have at least 100 GB of free disk space.

Step 8. Install Veeam
Click Next, and then click Install to start the installation.
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